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AGENDA

= Hello keyspy!
= Fighting with keyloggers
= Windows Desktop

= CreateDesktop & access policy

= Keylogger vs protection apps:
= Open-source: VeraCrypt, KeePass(XC), alphaDelta, DiskCryptor
= Proprietary: Winlogon, Devolutions RDM

= DesktopRanger

= Conclusion & Discussion



PART I. WHAT ARE WE PROTECTING?



SENSITIVE INFORMATION

( Web Browsing &) " Office& ) Passwords &
Communication Documents Secrets




/Web Browsing &\
Communication

g O
% 0

_ n

SENSITIVE INFORMATION

" Office &
Documents

~

Passwords &
Secrets

© 1Password

\V
W
VeraCrypt

KeePass

Cryptocurrency
wallets

e



SENSITIVE INFORMATION

( Web Browsing &) " Office& ) Passwords &
Communication Documents Secrets
=
a “ W © 1Password

% O ' M
VeraCrypt
zoom P E KeePass
\_ % \_ %




SENSITIVE INFORMATION

Web Browsing & Office & Passwords &
Communication Documents Secrets

© 1Password

V.
w -

VeraCrypt

KeePass

Keyloggers



KEYLOGGERS = WinAPI-based + high-privilege

Software keyloggers J

— User-level keyloggers

Based on Windows functions:
* Hooking-based

— * Polling-based

 Raw Input

* Direct Input

— ETW-based techniques

— Kernel-level keyloggers

— Hypervisor-level keyloggers




KEYLOGGERS = WinAPI-based + high-privilege

Software keyloggers J

— User-level keyloggers

Based on Windows functions:
Hooking-based

Polling-based
Raw Input
Direct Input

— ETW-based techniques

— Kernel-level keyloggers

— Hypervisor-level keyloggers
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KEYLOGGERS = WinAPI-based + high-privilege

Software keyloggers

— User-level keyloggers

Based on Windows functions:
Hooking-based
Polling-based
Raw Input
Direct Input

1 — Observed WinAPI-based keylogging techniques

WinAPI functions

Malware\Keyspy

SetWindowsHookEx

Snake

Gurcu

GetAsyncKeyState

WarzoneRAT

KLogExe

RegisterRawInputDevices
GetRawlInputData

Rhadamanthys

RAT (3.3a), APT 31

— ETW-based techniques

— Kernel-level keyloggers

— Hypervisor-level keyloggers

DirectInput8Create
GetDeviceState

EggStreme

FusionCore

11


https://www.fortinet.com/blog/threat-research/fortisandbox-detects-evolving-snake-keylogger-variant
https://cyvia.io/blog/technical-analysis-gurcu-stealer
https://arxiv.org/html/2508.04178
https://unit42.paloaltonetworks.com/kimsuky-new-keylogger-backdoor-variant/
https://www.joesandbox.com/analysis/1806807/0/html
https://habr.com/ru/companies/solarsecurity/articles/723526/,
https://businessinsights.bitdefender.com/eggstreme-fileless-malware-cyberattack-apac
https://www.cyfirma.com/research/the-rise-of-fusioncore-an-emerging-cybercrime-group-from-europe/

KEYLOGGERS = WinAPI-based + high-privilege

WinAPI functions

1 - WinAPI keylogging is still alive

Malware\Keyspy

SetWindowsHookEx

Snake

Gurcu

GetAsyncKeyState

WarzoneRAT

KLogExe

RegisterRawInputDevices
GetRawlInputData

Rhadamanthys

RAT (3.3a), APT 31

DirectInput8Create
GetDeviceState

EggStreme

FusionCore

12


https://www.fortinet.com/blog/threat-research/fortisandbox-detects-evolving-snake-keylogger-variant
https://cyvia.io/blog/technical-analysis-gurcu-stealer
https://arxiv.org/html/2508.04178
https://unit42.paloaltonetworks.com/kimsuky-new-keylogger-backdoor-variant/
https://www.joesandbox.com/analysis/1806807/0/html
https://habr.com/ru/companies/solarsecurity/articles/723526/,
https://businessinsights.bitdefender.com/eggstreme-fileless-malware-cyberattack-apac
https://www.cyfirma.com/research/the-rise-of-fusioncore-an-emerging-cybercrime-group-from-europe/

KEYLOGGERS = WinAPI-based + high-privilege

1 - WinAPI keylogging is still alive

WinAPI functions Malware\Keyspy Year
Snake
SetWindowsHookEx
Gurcu
WarzoneRAT
GetAsyncKeyState
KLogExe
RegisterRawInputDevices Rhadamanthys
GetRawInputData RAT (3.33). APT 31 2023
DirectInput8Create EggsStreme
GetDeviceState FusionCore 2023

! 2 — High-privileged attackers

= MATE (Man-At-The-End) — remains in user mode, but
controls the endpoint environment.

= CheckMATE 2025 @ ACM CCS



https://www.fortinet.com/blog/threat-research/fortisandbox-detects-evolving-snake-keylogger-variant
https://cyvia.io/blog/technical-analysis-gurcu-stealer
https://arxiv.org/html/2508.04178
https://unit42.paloaltonetworks.com/kimsuky-new-keylogger-backdoor-variant/
https://www.joesandbox.com/analysis/1806807/0/html
https://habr.com/ru/companies/solarsecurity/articles/723526/,
https://businessinsights.bitdefender.com/eggstreme-fileless-malware-cyberattack-apac
https://www.cyfirma.com/research/the-rise-of-fusioncore-an-emerging-cybercrime-group-from-europe/

THREAT MODEL: USER-MODE KEYSPY WITH HIGH PRIVILEGES

Experimental

N}/ =~ Keylogger

Considered attacker:
. Implements 4 key-intercepting techniques:

. Hooks
. Raw Input

v Documented WinAPI functions
v Privileges: User, Admin, SYSTEM*

. DirectInput

Out of scope: . Polling

SD & token manipulation . Monitors Desktop objects

memory forensics . Runs with different privileges

code injection . Logs: statuses, Desktop SD, keystrokes

Source code:
WinAPI + WIL / C++26 / ~3000 SLOC

* SYSTEM is not full OS compromise. It is the most complicated user-mode scenario. 14



PART II. HOW DO WE FIGHT KEYLOGGERS?



FIGHTING KEYLOGGERS
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Isolated Environment
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FIGHTING KEYLOGGERS

/|

Detection




FIGHTING KEYLOGGERS

Noise Generation

Detection

Isolated Environment

Windows
Desktop
Technology

Password Managers:

KeePass () 1Password WA
VeraCrypt

Popular Password managers use Windows Desktop Technology for sensitive user input

19



FIGHTING KEYLOGGERS

/| | |




FIGHTING KEYLOGGERS

]
{ Isolated Environment

P
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FIGHTING KEYLOGGERS

| T
Isolated Environment @
s

55@

Windows Desktop Desktop
Technology Ranger
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PART III. WINDOWS DESKTOP 101



NG

A DESKTOP IS NOT A VIRTUAL DESKTOP

Windows 11 Task View

a built-in workspace manager that can help to
organize windows across multiple virtual desktops.
not Win32 Desktop security objects.

J

24



A DESKTOP IS NOT A VIRTUAL DESKTOP

Windows 11 Task View

Windows Sessions, Stations, and Desktops h

Sessions Stations Desktops

Ce= ' S

Services-0x0- 3655 Defad!t

mswindowstation MsrestrictedDesk

~
Desktopl



LOGIN —> WINDOW STATION —> WINDOWS DESKTOP

I
: Windows Desktoi
Window Station | u

26



LOGIN —> WINDOW STATION —> WINDOWS DESKTOP

Window Station

= Window station contains one or
more desktop objects.

Windows Desktop

i

e i in s

= A Desktop defines an interactive GUI/input

context: windows, menus, hooks, message
queues, and input-related mechanisms.

21



Window Station and Desktops are securable 0S objects

B
g
| 1. Windows Desktop
. |= \- '-
O ) 0 oo
‘g
% Window Station
Station access rights: Desktop access rights:
= Create a desktop = Create windows
= Enumerate desktops = Install hooks
= Read attributes = Enumerate/read objects

= etc = Switch / read / write

28



SAME DESKTOP = NO ISOLATION

> - .

2, A, /0

Desktop input context
with keystrokes

A. Sensitive App is running on the Default Desktop 7

Desktop

29



l lﬂl

x

Desktop input context
with keystrokes

A. Sensitive App is running on the Default Desktop

is already inside the same Desktop context.

Message hooks, polling, Raw Input, and DirectInput
become relevant attack surfaces.

30



How do we 1solate the
interactive input context?




LET’S CREATE A SECOND DESKTOP

Default Desktop

(create d bi 0S)




LET’S CREATE A SECOND DESKTOP

Default

A. Password manager: creates a new desktop and
relaunches its app on it

Password Managers:

KeePass () 1Password WA
VeraCrypt

Input delivered
to this Desktop




LET’S CREATE A SECOND DESKTOP

No input from the protected Desktop here...

Default

A. A keyspy outside the new Desktop cannot observe that \\
Desktop’s input directly.
—

B. The new Desktop has a separate interactive
GUl/input context

I t deli d
Password Managezrs: tg%_}rllis Sé:ﬁfgp

KeePass () 1Password WA
eraCrypt




2"¢ Desktop protects user input
only while the keyspy remains
outside of the 274 Desktop




Desktop Secure Object: Handle rights = Object access policy

= CreateDesktop() creates a Desktop object and returns an HDESK

HDESK CreateDesktopW (
[1n] LPCWSTR lpszDesktop,
LPCWSTR lpszDevice,
DEVMODEW *pDevmode,

DWORD
[in] ACCESS MASK dwDeslredAccess

[in, optionall LPSECURITY ATTRIBUTES lpsa

Parameter What does it control

ACCESS MASK dwDesiredAccess Rights of the returned Desktop handle

SECURITY_ ATTRIBUTES lpSecurityAttributes Security Descriptor of the Desktop object

= DACL controls whether other processes can open the Desktop.

= lpSecurityAttributes = NULL — inherits Security Descriptor from the parent Window Station 3



ANALYSIS OF SECURE DESKTOP IMPLEMENTATIONS

o s W

= Proprietary software:
1.
2.

= Open-source software: @ E

1.

alphaDelta Secure-Desktop

KeeP
DiskCryptor i
VeraCrypt 0 KeePassXC
KeePass
KeePassXC '
R%%Iu%) sktop

2026~

Devolutions Remote Desktop Manager (RDM)

Winlogon Desktop

Other user

31



| B8 Secure Desktop GUI

CASE 1: ALPHADELTA e

Project alphaDelta Secure-Desktop | n p'ease f?ebd or drop a fRe

sIc SecureDesktop/Program.cs

Commit: d5f2fc5 — “Added security measures”

IntPtr hNewDesktop = WinAPI.CreateDesktop(dname,
IntPtr.Zero, IntPtr.Zero, 0, (uint)WinAPI.DESKTOP_ACCESS.CUSTOM SECURE, |IntPtr.Zero);

IpSecurityAttributes=NULL
- Desktop inherits parent Window Station SD

38


https://github.com/AlphaDelta/Secure-Desktop/blob/905a05d25951abdf562ef9394415f750df8976ec/SecureDesktop/Program.cs#L124
https://github.com/AlphaDelta/Secure-Desktop/commit/d5f2fc5fcd987464bac391fcefad876495188dd4#diff-a39e7fa6f89ccbfeff3908b7a7a1b24b3beb8b172ad25fae4aa97678af741be2R111

CASE 2: VERACRYPT

Project VeraCrypt

src: VeraCrypt/src/Common/Dlgcode.c

commit |cdbeb4e6 — “Implement Secure Desktop for password entry”

hSecureDesk = CreateDesktop (pParam->szDesktopName, NULL, NULL, ©, desktopAccess,

lpSecurityAttributes=NULL
—> The Desktop inherited SD

39


https://github.com/veracrypt/VeraCrypt/blob/b48e31f5b47da7d41025e3f0e02751675e15005a/src/Common/Dlgcode.c#L14641

CASE 3: DISKCRYPTOR

Project DiskCryptor

Author: David Xanatos
src: DCrypt/gui/secure_desktop.c

Commit: | 6b7bb35 —“2.0” I

/* Create new desktop */

hSecureDesk = CreateDesktopW(pParam->szDesktopName, NULL, NULL, @, desktopAccess,

IpSecurityAttributes=NULL
—> The Desktop inherited SD

40


https://github.com/DiskCryptor/DiskCryptor/blob/6b7bb354a11a49805a729bd4a4f497e79e0505cb/DCrypt/gui/secure_desktop.c#L208

CASE 4: KEEPASS

Project keepass

src: KeePass/Ul/ProtectedDialog.cs KeePass

official: | KeePass 2.61.1 Source Code Package

KeePass-2.61.1-Source\KeePass\UI\ProtectedDialog.cs | |1251 |Ln 138/48

IntPtr pNewDesktop = NativeMethods.CreateDesktop(strName,
null, IntPtr.Zero, 0, deskFlags, IntPtr.Zero);

4 )

KeePass Awards:

lpSecurityAttributes=NULL

= BSI (Germany) - The Desktop inherited SD

= ANSSI (France)

- DINUM (France)
\_ Y, 41



https://sourceforge.net/projects/keepass/files/KeePass%202.x/2.61.1/KeePass-2.61.1-Source.zip/download
https://keepass.info/ratings.html#a

CASE 5: KEEPRSSXC — NO SECURE DESKTOP @)

Project | KeePassXC

src: src/gui/DatabaseOpenWidget.cpp

release: | KeePassXC 2.7.12

issue #3460 — “Support Windows Secure Desktop when entering master password” — OPEN

Support Windows Secure Desktop when entering master
French National password #3460

Cybersecurity
Agency (ANSSI) reature

French
government
cybersecurity
service

Awards:

Secure Desktop is not supported yet ...

KeePassXC: enter your passwords on the
Default Desktop.

. ThatDeaf-ITGuy opened on Aug 21, 2019

Summary

KeePass 2.x has a feature whereby the application takes the user to a "secure desktop" space to enter the master password.

‘: ci?&g,,_LANCE Per their documentation, this theoretically makes it harder (but not impossible) for keyloggers to log a user's master
. . V.FR A & - .

cou password. Like KeePass 2.x, this should probably be an "opt-in" feature.



https://github.com/keepassxreboot/keepassxc/blob/0e1510d71ab63ce1edddb71257bce34a7cee2f0d/src/gui/DatabaseOpenWidget.cpp#L435
https://github.com/keepassxreboot/keepassxc/issues/3460
https://keepassxc.org/audits

CASE 5: KEEPASSXC — NO SECURE DESKTOP @ KcePassXC

Project | KeePassXC

src: src/gui/DatabaseOpenWidget.cpp

release: | KeePassXC 2.7.12

issue #3460 — “Support Windows Secure Desktop when entering master password” — OPEN

Support Windows Secure Desktop when entering master

e 1 I Arm
French National + 1 years later — Issue: still open

Cybersecurity ' ¢ Daedalus007 on Dec 5, 2025 Users: Pls implement Secure Desktop!

Agency (ANSSI)

Awards:

--Short Version-- Me: that’s a research opportunity &
French PP y

governmen’f Cybersecurity expert here. I'd like to chime in on the convo if it is all the same to anyone else.
cybersecurity

service I'd like to propose a monetary bounty to implement this as an incentive if the KeePassXC
c authors/contributors don't personally feel like implementing this. If anyone wants this to happen,

CYBER

®.. H&Lﬁnh&mcs let's crowdfund it and make it happen. $2k+ USD should be enough, hmm? Start throwing some

sponsor money at it. Ko-Fi could also be a potential option.



https://github.com/keepassxreboot/keepassxc/blob/0e1510d71ab63ce1edddb71257bce34a7cee2f0d/src/gui/DatabaseOpenWidget.cpp#L435
https://github.com/keepassxreboot/keepassxc/issues/3460
https://keepassxc.org/audits

If your enemy can predict your next move — don’t move.




ANALYSIS

Product Separate Desktop lpSecurityAttributes
KeePassXC (—] (n/a)
KeePass
VeraCrypt / DiskCryptor v NULL

alphaDelta Secure-Desktop

IpSecurityAttributes = NULL

inherited SD
3

hook allowed
3

desktop can be infected

45



Can the 279 Desktop be infected
as well?

46



PRIOR ART: THIS ATTACK IDEA ALREADY EXISTS

If same-user attachment succeeds, the keyspy becomes part
of the protected context:

Steps WinAPI
A. Discover EnumDesktops
B. Open target OpenDesktop(name)
C. Launch process CreateProcess + STARTUPINFO.lpDesktop
D. Install hook SetWindowsHookEx

A+B

Default

- Now attacker can read all the keystrokes

Created

ﬁ
i




PRIOR ART: THIS ATTACK IDEA ALREADY EXISTS

If same-user attachment succeeds, the keyspy becomes part
of the protected context:

Steps WinAPI
A. Discover EnumDesktops
B. Open target OpenDesktop(name)

C. Launch process

CreateProcess + STARTUPINFO.lpDesktop

D. Install hook

SetWindowsHookEx

L

Default

4@ e

A+B

- Now attacker can read all the keystrokes

&

4

-A

Created

Input observed
inside target
Desktop




PRIOR ART: THIS ATTACK IDEA ALREADY EXISTS

If same-user attachment succeeds, the keyspy becomes part
of the protected context:

Steps WinAPI
A. Discover EnumDesktops
B. Open target OpenDesktop(name)

C. Launch process CreateProcess + STARTUPINFO.lpDesktop

D. Install hook SetWindowsHookEx

ﬁ Default
\7 O |

- Now attacker can read all the keystrokes

Keylogger vs KeePass Manager

KeepassKeylogger shows that
Master Password can be easily

keylogged from "Secure desktop*

https://github.com/adenkiewicz/KeepassKeylogger

Input observed ﬂ
inside target
Desktop



https://github.com/adenkiewicz/KeepassKeylogger
https://github.com/adenkiewicz/KeepassKeylogger

DEMO #1 — alphaDelta, KeePass, VeraCrypt vs SetWindowsHookEx
(Privilege: User)

The online version is here — https://igorkorkin.github.io/

30


https://igorkorkin.github.io/
https://igorkorkin.github.io/

RESULT TABLE

Attacker:
= EnumDesktops + CreateProcess
= SetWindowsHookEx

= Privilege: User

Product Desktop discovered | Launch process Hook Result
alphaDelta v v v input captured
KeePass v v v input captured
VeraCrypt v v v input captured




RESEARCH QUESTION #2

s

Can the Desktop DACL
even if the
process is allowed to enter?




RESEARCH DISCLAIMER

= Lab-only evaluation on our own RDM installation
= Synthetic keyboard input only

= No modification of RDM

= We do not analyze RDM internals.

= We analyze observable Windows Desktop object behavior

33



Devolutions
Remote Desktop Manager

= RDM - a tool for managing remote connections and storing credentials.

- (3% Protected Ul — separate Windows Desktop

Devolutions R e T e o
Remote Desktop Manager D @O0°~ f 0 e we ] [ @ $ AME P

One application for every
remote connection you'll
ever open



https://devolutions.net/remote-desktop-manager/

DEMO0 #2 — RDM vs SetWindowsHookEx
(Privilege: User)

The online version is here — https://igorkorkin.github.io/

35


https://igorkorkin.github.io/
https://igorkorkin.github.io/

DEVOLUTIONS RDM: A CASE WITH R RESTRICTIVE SD

= EnumDesktops: Observed name RDMxxxxx

= Desktop DACL:
= DENY OWNER RIGHTS
= ALLOW User 0x00000187
where = WRITE_DAC + DESKTOP_HOOKCONTROL

DESKTOP_HOOKCONTROL is required for hook installation.

36



DEMO0 #3 — RDM vs Raw Input (Privilege: User)

The online version is here — https://igorkorkin.github.io/

91


https://igorkorkin.github.io/
https://igorkorkin.github.io/

Attacker:
= EnumDesktops + CreateProcess

= SetWindowsHookEx + Raw Input

= Privilege: User

Product I!Desktop Launch Hook Raw Input Result
discovered process
RDM v v X ACCESS_DENIED v input captured

Desktop access is granular:
Blocking one input capability does not necessarily block another input mechanism.
Raw Input still observed keystrokes inside the RDM Desktop |
No Desktop access-right bit analogous to DESKTOP_HOOKCONTROL for Raw Input.



Winlogon seems protected...

% against an ordinary user.

39



WINLOGON: USER ATTACKER FAILS

A. User-privileged keyspy cannot attach to Winlogon PV
Desktop. |,




WINLOGON: SYSTEM ATTACKER SUCCEEDS

O A. User-privileged keyspy cannot attach to Winlogon
Desktop.

—

S

Default

O B. SYSTEM-privileged keyspy can attach and install
hooks on Winlogon Desktop. (e.g. via PsExec )

Kevyloggers against Winlogon:
A 1. AdvancelLogger

2. AlmightyKeyLogger

https://github.com/Daniel-Ayz/AdvancedTopicsInMalware/tree/main/AlmightyKeyLogger
https://github.com/yuval2017/Advancelogger

O)

I.T. Admin

Input observed

Desktop

I LT. Admin

inside Winlogon .

1 forgot my PIN

Sign-in options

Winlogon



https://github.com/Daniel-Ayz/AdvancedTopicsInMalware/tree/main/AlmightyKeyLogger
https://github.com/yuval2017/AdvanceLogger

|y

DEMO0 #4 — Winlogon vs SetWindowsHookEx
(Privilege: SYSTEM)

The online version is here — https://igorkorkin.github.io/

62


https://igorkorkin.github.io/
https://igorkorkin.github.io/

MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx (V] - - - Input captured

63




MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx (V] - - - Input captured
VeraCrypt X SetWindowsHookEx ] - - Input captured
KeePass X SetWindowsHookEx ] - - Input captured

64




MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx - - - Input captured
VeraCrypt X SetWindowsHookEx - - Input captured
KeePass X SetWindowsHookEx - - Input captured
Devolutions » SetWindowsHookEx X - -
RDM x ° Raw Input Input Captured

65




MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx - - - Input captured
VeraCrypt X SetWindowsHookEx - - Input captured
KeePass X SetWindowsHookEx - - Input captured
Devolutions » SetWindowsHookEx X - -
RDM x ° Raw Input Input Captured
Winlogon X X X SetWindowsHookEx Input captured

66




MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx (V] - - - Input captured
VeraCrypt X SetWindowsHookEx ] - - Input captured
KeePass X SetWindowsHookEx (/] B B Input captured
: » SetWindowsHookEx X - -

Devolutions

RDM X - Raw Input(v] Input captured
Winlogon X X X SetWindowsHookEx(v] | Input captured

67




MATRIX: EXPERIMENTAL RESULTS

Attacker
Without attaching With attaching Result
Privilege User User Admin SYSTEM
Default SetWindowsHookEx (V] - - Input captured
VeraCrypt X SetWindowsHo - - Input captured
KeePass X SetWindo - - Input captured
: » SetWindowsHookEx X - -

Devolutions

RDM X - Raw Input(v] Input captured
Winlogon X X X SetWindowsHookEx(v] | Input captured

68




MATRIX: EXPERIMENT

Without attaching

SYSTEM

Result

Input captured

Input captured

Privilege User
Default SetWindowsHookEx
VeraCrypt X SetWi...
KeePass X SetWin
ngﬁlutlons %
Winlogon X

Input captured

Input captured

WindowsHookEx

Input captured

69




Can we create a Desktop protected
even from

?

10



DESKTOPRANGER Admin / SYSTEM

ﬁ keyloggers
By ‘(7/ >~

Create & Manage

DesktopRanger

Protected Desktop

= User-mode utility to create a private Desktop for sensitive work
= Blocks enumeration, opening, and unauthorized attachment.
= Targets high-privilege user-mode keyloggers.

= WinAPI + WIL / C++26 / ~3000 SLOC / Windows 11

11



DesktopRanger: Open-source repository

= A limited public release focused on the defensive prototype:
https://github.com/IgorKorkin/DesktopRanger

& (¢} 25 https://github.com/IgorKorkin/DesktopRanger/

Q Platform - Solutions ~ Resources - Open Source ¥ Enterprise ~ Pricing Search or jump to...

& IgorKorkin / DesktopRanger  pubiic

<> Code 17 Pull requests Action rojec © Security and quality [~ Insi

¥ main v ¥ 1Branch © 1Tag C file <> Code About

DesktopRanger: hardening Windows
@ 1gorkorkin U VIE.md © 20 commits Desktop isolation for sensitive

applications
1 hour a

external
props Initial public
simple.d e Initial public

Initial public

Initial public

nitial public
Initial public Releases 1

[ LICENSE nitia n © DesktopRanger Release |

) README.md

[ SECURITY.md ATY 54 min Packages
N

[J README &3
Contributors 1

DESktOpRanger Q IgorKorkin |
.

DesktopRanger is an experimental open-source prototype for hardening Windows Desktop isolation:

12


https://github.com/IgorKorkin/DesktopRanger
https://github.com/IgorKorkin/DesktopRanger

Step 1 — Create a desktop with an empty DACL

|

CreateDesktopW (RandomName, "D:P")
| "D:P" - protected empty DACL: no ACEs, no inherited access

13



Step 1 — Create a desktop with an empty DACL

B
|
- CreateDesktopW (RandomName, "D:P")
,s\' I % "D:P" - protected empty DACL: no ACESs, no inherited access
WinAPI Result
RandomName

EnumDesktops
]y}/ > x OpenDesktop

CreateProcess(RandomName)

Attacker cannot open the Desktop even as Admin/SYSTEM through WinAPI.

-
= WinAPI Result
% q
/“ SwitchDesktop/CloseDesktop v
CreateProcess see Step 2

14



Great! Attacker cannot open the created
Desktop!

BUT! How do we launch user apps
inside the 27¢ desktop?

15



Step 2 —Temporarily allow access in a secure way to run the app

1. Hide Desktop name from enumeration

Temporarily allow access

Launch trusted app

Restore empty DACL: "D:P"

o oA ® D

. Restore enumeration policy




Step 2 —Temporarily allow access in a secure way to run the app

1. Hide Desktop name from enumeration
Temporarily allow access

Launch trusted app

Restore empty DACL: "D:P"

e by e

. Restore enumeration policy

WinAPI Result

EnumDesktops Empty list (Step 1)

OpenDesktop(name) Requires prior knowledge of the random name

n.b. The risky “open” window is short and hidden from enumeration.

WinAPI Result

CreateProcess v

11



LIFECYCLE MODEL

= Variables
= e — WINSTA ENUMDESKTOPS enabled

= g — Desktop open-by-name is granted

Unreachable
= States state Sx

= 50:e=1, g=0 — normal

= 51:e=0,g=0 — hidden + closed
= 52:e=0, g=1 — hidden + temporarily open

= Sx:e=1, g=1 — unreachable state

= Transition graph S0 — S1 — 52 — S1 — S0

= Security invariant: Never allow e=1 and g=1 at the same time.
18



TESTING SCENARIO

EF Q L = - O

Default Desktop DesktopRanger

19



Demo #5 — DesktopRanger vs SetWindowsHookEx
(Privilege: SYSTEM)

The online version is here — https://igorkorkin.github.io/

80


https://igorkorkin.github.io/
https://igorkorkin.github.io/

VALIDATION MATRIX

Target Privilege Desktop Process Hook Raw Result
enum/open | launch

*KeePass
*alphaDelta

Secure-Desktop User v/ v v v/ Input captured
*VeraCrypt
Winlogon SYSTEM \ \% v/ v Input captured
Devolutions RDM User v/ v/ X v/ Input captured
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VALIDATION MATRIX

Desktop

Process

Target Privilege enum/open launch Hook Raw Result

*KeePass
*alphaDelta

Secure-Desktop User v/ v v v/ Input captured
*VeraCrypt
Winlogon SYSTEM \ \% v/ \% Input captured
Devolutions RDM User v/ v/ X v/ Input captured
Desktop o= Input is
Ranger % System X n/a n/a n/a protected
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VALIDATION MATRIX

Target Privilege Desktop Process Hook Raw Result
enum/open | launch

*KeePass
*alphaDelta

Secure-Desktop User v/ v Input captured
*VeraCrypt
Winlogon SYSTEM \ \% Input captured
Devolutions RDM User v/ v/ Input captured
Desktop o= Input is
Ranger @; System X n/a n/a n/a protected
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VALIDATION MATRIX

Desktop I 4

Target Privilege R Result

*KeePass
*alphaDelta

Secure-Desktop User v/ v Input captured
*VeraCrypt | ?
Winlogon SYSTEM v u % \% Input captured
Devolutions RDM User r , Input captured
Desktop o= Input is
Ranger @ System protected

y |
4 \

K—

DesktopRanger protects user input from
tested user-mode keyloggers.
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FIVE TAKEAWAYS

Windows Desktop can provide a separate interactive context.
Protection depends on Desktop SD/DACL and privileges.

Same-user attachment works for several observed implementations.

RDM shows granular capability control: Hook X ,Raw Input (v].

DesktopRanger adds lifecycle-level control through Window Station + Desktop policy.
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OFFEZONE THANK YOU!
i QUESTIONS?

e More research results:
igorkorkin.github.io

« DesktopRanger:
github.com/lgorKorkin/DesktopRanger

"

r/{‘g;



https://igorkorkin.github.io/
https://github.com/IgorKorkin/DesktopRanger
https://igorkorkin.github.io/?thx_for_qr=qrgenerator.org

DESKTOPRANGER — DEFENSE IN DEPTH

DesktopRanger

b

g

\

User-mode App

github.com/IgorKorkin/Desktop
Ranger

Prevent unauthorized attachment:
= Window Station + Desktop DACL
= Lifecycle control

» Documented WinAPI

PrivacyRanger

Kernel-mode Driver

Enforce attachment policy in kernel:
= Control Desktop handle creation
= Control attachment attempts

= Validate lifecycle transitions

Hypervisor (VI-x)
github.com/IgorKorkin/Memory

Ranger

Protect Desktop / Window Station state integrity:

» Prevent unauthorized attachment
= Enforce attachment policy in kernel

= Protect security-critical kernel memory

User-mode policy — Kernel enforcement — Hypervisor integrity
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https://github.com/IgorKorkin/DesktopRanger
https://github.com/IgorKorkin/MemoryRanger

@ Apparently, this research is too cyber for Al

OpenAl - Access Deactivated [C-1RBIwoWE8Nt Chat paused

@ noreply@tm.openai.com &

to korkiniy =

*OpenAl — banned

Claude — banned

This request triggered restrictions on violative cyber content and was blocked under Anthropic's Usage
Policy. To request an adjustment pursuant to our Cyber Verification Program based on how you use Claude,
fill out this form. To learn more about the program or provide feedback, visit our help center. Please

OpenAl start a new chat or retry with Haiku 4.5. If you think Claude's memory of past conversations may have

Hello, Claude is Al and

contributed to this, you can clear it in Settings > Memory.

OpenAl's terms and policies restrict the use of our services in a number
of areas. We have identified activity in ChatGPT that is not permitted

under our policies for:
= Cyber Abuse

We are deactivating your access to our services immediately for the
account associated with the email korkiniy@gmail.com (User ID: user-
FrkOMzKCNréxfHSpiF TSI748).

If you have questions or think there has been an error, you can use the
button below to initiate an appeal.

Claude Sign out

™
2

Your account will remain closed

We reviewed your account and the additional context you shared, and
decided not to restore access. This is our final decision.

/\ Unable to reach the model provider

Best, OpenAl flagged this request for potential high-risk cybersecurity activity. Please try a less

The OpenAl team sensitive prompt. Learn more here.

If you have any questions




BowvHa — 3To Ny Tbhb oBvaHa.

BeplwiHa nckyccTea BonHbl — nobexkaaTe Bes Gos.
BbITh HEBUAMBIM, BbITE HECABILLIMMBIM — 7
XNTPOCTBEIO MPUBECT NPOTUBHMKA K Nopa><keHuo.

- CyHb-U3bl, (VICKYyCCTBO BONHB

MoHorpadua 3HakomuT YnTatens

C COBPEMEHHBIMU YrPO3aMM ONepaLOHHbIX
cucTem. B ueHTpe BHUMaHUA — NepcneKkTUsHbIe
aTaKu Ha AAPO: TeXHWKM COKpbITUA, 06X04 CpeacTs
3aLUMUTbI U CKPBITHIE FMNEPBU30PbI, MCNOMb3YIOLME
annaparHyIo BUPTYann3aumio. i

ABTOP UCCEAYET aKTyanbHyto npobnemy 3aumTs!
ONepauMoHHbIX CUCTEM B YC/IOBUAX AaKTUBHOTO
NPOTUBOAEWCTBUA CO CTOPOHBI HapyLIUTeNen

W Npesnaraet NPakTUYECKUE NyTH eé pelueHus.

B pabote 0606uieHbl Pe3ybTaThl MHOTONETHUX
WCCNeA0BaHuUiA aBTOPa, NPoLUes, anpobauuio
Ha MeXAyHapOAHbBIX KOHpEepeHUMax

W NOATBEPKAEHHBIE IKCNEPUMEHTANbHBIMU
AAHHBIMU.

[ina cneumanucTos no 3awute MHGopmaumu,
npenoAasartenei, CTyAeHTOB 1 aCNMPaHToB,
0BY4aOLWMXCA MO HANPABAEHUIO
«MHbOopMaumoHHan 6e30MacHOCTbY.

UHdopmauua o6 asTope

Kniouesble Tembl:

* AHanu3 yrpo3 6e3onacHocTvt Aapa
Windows: pyTKuTbl, BpeAOHOCHbIE
[ApaiiBepbl, ataku Kknacca BYOVD
1 rUNepBU30PbI-PyTKUTI.

© MpaKTuyeckne NpUMepbl HOBbIX aTak
Ha 84po Windows: TexHukn obxoaa

Windows Defender u EDR/AV-peuwieHui.

*  OnucaHue aBTOPCKUX rMNepPBU3OPHBIX
PeLeHunit ANA MOHUTOPUHIA 1 3aLuTbI
NamATU AApa OT aTak Co CTOPOHbI
Apaieepos.

«  [letanu cpessl A8 3anycKa ApaiiBepos

B M30NMPOBaHHbIX 0613CTAX MAaMATU
(aHknasax).

. Marematuyeckue metogbl U anropuTMbl

06HapyeHWs CKPbITbIX MMNepBU3opOB
8 YC/I0BUAX NPOTUBOAEICTBHA.

Urops tOpbeBuy KOpkUH — KaHAMAAT TEXHUYECKUX HayK (05.13.19), cucTemHbIM NPOorpammuct
1 TEXHUYECKMI SKCNepT B 061aCTh MHPOPMALMOHHOM 6€30MNacHOCTM ONEPaLMOHHbIX CUCTEM
1 runepsu3opos. AsTop 6osee 50 Hay4HbIX paboT, BKAKOYAA CTaTbk, NATEHT U AOKNAAbI

Ha MexayHapoAHbIx koHdepeHuuax 8 CLUA, Espone, Asun u Poccuum: BlackHat, LABScon, HITB,
REcon, EKOPARTY, ROOTCON, Texas Cyber Summit, CDFSL, IEEE S&P u PycKpunto. HayuHbli

pykoBoauTens cryaeHTos MUOU.

Ly, H
YCNoBUSAX

MoHorpadus:

* 3 pasfeJa, 16 riias

100 pucyHnkos, 500 cTpaHul
JloctynHa 6ecniiaTtHo B PDF




RESIDUAL NAME GUESSING

=Residual risk: random name guessing during S2-state
= Alphabet = 61

Length = 255

= [N | =612

= Practical probability is negligible for the short launch window.
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Four user-mode Input interception techniques

Technique
(keystroke WinAPI / mechanism Idea
provider)
Hooks SetWindowsHookEx(WH_KEYBOARD_LL) callback for keyboard events
* RegisterRawInputDevices()
Raw Input « WNM_INPUT receives raw keyboard events
* GetRawInputData()
Polling GetAsyncKeyState() periodically checks key state
* DirectInput8Create()
DirectInput * CreateDevice(GUID_SysKeyboard) reads buffered keyboard-device data

* GetDeviceData()
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Windows Security architecture already accounts for
highly privileged attackers (kernel-level threats)

Protects critical Windows kernel code and
structures from unauthorized modification.
Even highly privileged attackers still face

kernel integrity boundaries.

= Driver Signing - Windows Driver Policy -

Vulnerable Driver Blocklist

These mechanisms specifically restrict the next escalation
step: turning privileged user-mode execution into arbitrary

kernel execution, including BYOVD scenarios.

= VBS / Secure Kernel

Moves security-critical components outside
the normal Windows kernel trust boundary.
Compromising the ordinary OS does not
automatically compromise the isolated
environment.

« LKRG — Linux

Detects kernel integrity violations and exploitation attempts
at runtime. Linux follows the same principle: high privilege

does not eliminate security boundaries.

DesktopRanger applies the same principle to Windows GUI and user input.
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VALIDATION MATRIX

Privilege: User

Target Desktop Process Hook Raw Result
enum/open launch

*KeePass
*alphaDelta

Secure-Desktop v/ \4 v/ v Input captured
*VeraCrypt
Devolutions RDM v v X v/| | Input captured
Deskto £ ;

P \ X n/a n/a n/a Input is x

Ranger o protected




VALIDATION MATRIX

Privilege: User

Target Desktop Process Hook Raw Result
enum/open launch
*KeePass
*alphaDelta
Secure-Desktop v/ \4 v/ v/ Input captured
*VeraCrypt
Devolutions RDM v v X v/| | Input captured
Deskto £ ;
P \ X n/a n/a n/a Input is
Ran o protected
ger
Privilege:
Winlogon v/ \4 v/ v/ Input captured
Deskto £ ;
P \ X n/a n/a n/a Input is
Ran o protected
ger
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DesktopRanger: Sandbox-Driven Endpoint Security

= Complements AV/EDR

AV/EDR detects malicious activity. DesktopRanger limits what an attacker can do even before detection.

= [solation by Default

Modern security is moving from one large trusted environment toward multiple small isolated environments.

= GUI-Level Isolation

DesktopRanger brings this principle to the Windows GUI and protects interactive user input..

= Zero Trust Inside

High local privileges should not automatically grant access to every security-sensitive resource inside the OS.

= Near-Zero Overhead

No continuous interception or event processing is required. Protection is enforced primarily through native Windows

isolation and access-control mechanisms.

Private sandboxes should become the default endpoint model.
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